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NEW QUESTION: 1
ê·€ì‚¬ì•˜ EC2 ì•¸ìŠ¤í„´ìŠ¤ ì¤‘ í•˜ë‚˜ê°€ ì†•ìƒ•ë•˜ì—ˆìŠµë‹ˆë‹¤.
íšŒì‚¬ëŠ” ë³´ì•ˆ ìœ„ë°˜ì•˜ ë²”ì•¸ì•„ ì°¾ëŠ” ê²ƒì—• ëŒ€í•´
ì² ì €í•œ ì¡°ì‚¬ë¥¼ ì‹¤ì‹œí–ˆìŠµë‹ˆë‹¤. ì•„ëž˜ ì˜µì…˜ì—•ì„œ
ë¬´ì—‡ì•„ í•˜ì‹œê² ìŠµë‹ˆê¹Œ?
ì„ íƒ• í•´ì£¼ì„¸ìš”:
A. ë„¤íŠ¸ì›Œí•¬ì—•ì„œ ê¸°ê¸° ë¶„ë¦¬
B. ëª¨ë“ 1AM ì‚¬ìš©ìž•ì•˜ ëª¨ë“ ë¹„ë°€ë²ˆí˜¸ê°€
ë³€ê²½ë•˜ì—ˆëŠ”ì§€ í™•ì•¸
C. ê°•ì‚¬ ë°• ë¬¸ì œ í•´ê²°ì•„ ìœ„í•´ ë¡œê·¸ê°€ ì•ˆì „í•˜ê²Œ
ì €ìž¥ë•˜ì–´ ìžˆëŠ”ì§€ í™•ì•¸
D. EBS ë³¼ë¥¨ì•˜ ìŠ¤ëƒ… ìƒ· ìƒ•ì„±
E. ëª¨ë“ ì•¡ì„¸ìŠ¤ ì¼€ ë¹„ê°€ íšŒì „í•˜ëŠ”ì§€
í™•ì•¸í•˜ì‹ì‹œì˜¤.
Answer: A,C,D

Explanation:
Explanation
Some of the important aspects in such a situation are
1) First isolate the instance so that no further security harm
can occur on other AWS resources
2) Take a snapshot of the EBS volume for further investigation.
This is incase if you need to shutdown the initial instance and
do a separate investigation on the data
3) Next is Option C.
This indicates that we have already got logs and we need to
make sure that it is stored securely so that n unauthorised
person can access it and manipulate it.
Option D and E are invalid because they could have adverse
effects for the other 1AM users.
For more information on adopting a security framework, please
refer to below URL
https://d1 .awsstatic.com/whitepapers/compliance/NIST
Cybersecurity Framework Note:
In the question we have been asked to take actions to find the
culprit and to help the investigation or to further reduce the
damage that has happened due to the security breach. So by
keeping logs secure is one way of helping the investigation.
The correct answers are: Take a snapshot of the EBS volume.
Isolate the machine from the network. Make sure that logs are
stored securely for auditing and troubleshooting purpose Submit
your Feedback/Queries to our Experts

NEW QUESTION: 2
The Chief Information Officer (CIO) receives an anonymous
threatening message that says "beware of the 1st of the year".
The CIO suspects the message may be from a former disgruntled
employee planning an attack.
Which of the following should the CIO be concerned with?
A. Trojan
B. Virus
C. Smurf Attack
D. Logic bomb
Answer: D
Explanation:
A logic bomb is a piece of code intentionally inserted into a
software system that will set off a malicious function when
specified conditions are met. For example, a programmer may
hide a piece of code that starts deleting files should they
ever be terminated from the company. Software that is
inherently malicious, such as viruses and worms, often contain
logic bombs that execute a certain payload at a pre-defined
time or when some other condition is met. This technique can be
used by a virus or worm to gain momentum and spread before
being noticed. Some viruses attack their host systems on
specific dates, such as Friday the 13th or April Fool's Day.
Trojans that activate on certain dates are often called

"time bombs".
To be considered a logic bomb, the payload should be unwanted
and unknown to the user
of the software. As an example, trial programs with code that
disables certain functionality
after a set time are not normally regarded as logic bombs.

NEW QUESTION: 3
Your network contains a Hyper-V host named Server1 that runs
Windows Server 2012 R2.
Server1 hosts a virtual machine named VM1 that runs Windows
Server 2012 R2.
You create a checkpoint of VM1, and then you install an
application on VM1. You verify that the application runs
properly.
You need to ensure that the current state of VM1 is contained
in a single virtual hard disk file.
The solution must minimize the amount of downtime on VM1.
What should you do?
A. From a command prompt, run dism.exe and specify the
/delete-image parameter.
B. From Hyper-V Manager, inspect the virtual hard disk.
C. From Hyper-V Manager, delete the checkpoint.
D. From a command prompt run dism.exe and specify the
/commit-image parameter.
Answer: C
Explanation:
Explanation/Reference:
Explanation:
The Hyper-V PowerShell module has several aliases so that
checkpoint and snapshot can be used interchangeably.
Virtual machine snapshots are file-based snapshots of the
state, disk data, and configuration of a virtualmachine at a
specific point in time.
You can take multiple snapshots of a virtual machine, even
while it is running.
You can then revert the virtual machine to any of the previous
states by Applying a snapshot to the virtualmachine.
Taking a snapshot of a VM is to in essence freeze the current
state and make it a parent disk based on currentstate, and at
the same time create a child disk to capture all subsequent
changes. -See more at:
Snapshots require adequate storage space.
Snapshots are stored as .avhd files in the same location at the
virtual hard disk.
Taking multiple snapshots can quickly consume a large amount of
storage space.
When you use Hyper-V Manager to delete a snapshot, the snapshot
is removed from the snapshot tree but the .avhd file is not
deleted until you turn off the virtual machine.

References:
http://www.laneolson.ca/2009/10/09/hyper-v-snapshots-and-disk-s
pace/
http://blogs.technet.com/b/yungchou/archive/2013/01/23/hyper-vvirtual-hard-disk-vhdopertions- explained.aspx
http://zoom.it/12u8
http://www.server-talk.eu/wp-content/uploads/article_2010-05-28
_02.png
http://blogs.msdn.com/b/virtual_pc_guy/archive/2009/04/15/whathappens-when-i-delete-asnapshot-hyper- v.aspx
http://blogs.technet.com/b/yungchou/archive/2013/01/23/hyper-vvirtual-hard-disk-vhd-operations- explained.aspx
http://blogs.technet.com/b/josebda/archive/2012/03/20/windows-s
erver-8-beta-hyper-vover-smbquickprovisioning-a-vm-on-an-smb-file-share.aspx
https://docs.microsoft.com/en-us/virtualization/hyper-v-on-wind
ows/user-guide/checkpoints
http://blogs.technet.com/b/josebda/archive/2012/03/20/windows-s
erver-8-beta-hyper-vover-smbquickprovisioning-a-vm-on-an-smb-file-share.aspx
https://docs.microsoft.com/en-us/virtualization/hyper-v-on-wind
ows/user-guide/checkpoints

NEW QUESTION: 4
When negotiating a penetration testing contract with a
prospective client, which of the following disclaimers should
be included in order to mitigate liability in case of a future
breach of the client's systems?
A. The NDA protects the consulting firm from future liabilities
in the event of a breach.
B. The proposed mitigations and remediations in the final
report do not include a cost-benefit analysis.
C. The penetration test is based on the state of the system and
its configuration at the time of assessment.
D. The assessment reviewed the cyber key terrain and most
critical assets of the client's network.
Answer: C
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